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ABSTRACT : PROBLEM TO BE SOLVED: To provide a safe cipher communication system even when 
enciphered data communicated between a host computer and a temiinal are tapped, and 
an IC card managing a cipher key is stolen. 

SOLUTION: A host computer 1 enciphers a new master l<ey N by a present master key M, 
and transmits it to an IC card 3- The host computer 1 and the IC card 3 update their own 
master keys M into the new master keys N at each time of enciphering and distributing a 
session key by the master key. Thus, the decoding of the session key and secret 
information enciphered by this can t^e prevented. 
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